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[0 0 12] 
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[0 0 18] 

(EKB) JCJ:oTI©^fcS4xfil«Stl*EKBK«S3E«itt, 1ft ft (A — 

s;a>) 1tjw&2*u iftf^#©H«T^a*<^fTsns*i»-eS)Srfc&4tfiitfc 

[0 0 19] 
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B fEfgfgSEgl S:^" U iff IB t-*- # ^l^ti: BufB^* U -5*71 -f X £ 0>H"T?£ 

[0 0 2 2] 

^- # fammmcM-t s =y -t > x s ^ >f -fe > x 2/ ;* -x- a -e& y > 
mmvT-z&mmmzv -7 £LTmf&Lt=.yv -nil- h^^u-^^-e 

^^^M^-^D^^ (EKB) ICcfcoTHff-^ftStlfcfgSEtt-e&SEKB 

MmEKBmmwMmzm@k-t2>m$hft*-7"uv ? cekb) 

-*«ta$l«tCfeV%Ttt«[#^RriB«:^^b^-^ny ^ (EKB) £LT*g#fc 
tS^tCJ: y, ^!E&^-#&Slg«&cfctt£iirr§fiM*^y *fc©Sg 

sr * -r -5 3 h & # & ^ -r £ 9 >r -fe > ^ ^ * ^ a tc & -5 „ 
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mrfHgam^M^ffis^SE^si©^faig$:^fe^v^^tc, t-*-* Maggie 
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# • •juy^&zny^^-z nsm&m$:~zMm~r z>Mftx*$>z> 0 mm*, cd 
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^-To ny^yvmfS^mi (Hi, 7-*- #M3I^I8 2 o fc#bT, n^vyfe 

i o t.T-zi&m&mz o tora©-?-**^*, >r h*£©* 

[0 0 2 8] 

Mil bTtt* ^ U (Memory Stick:^) ) ^-^flUI^ 

is 2 o^&f-dfiais^aa oic^f-r^^-^^MM^ fc^tf^-^ssttwa 

[0 0 2 9] 

o 

[0 0 3 0] 

=r>^>y@3fs#©l 0 £LTte, >f>*-*»;Hl, flMl 2, «f£ 
0^13, DVD, CDfffl^f-fTH^fey, f-^ji!li#@2 0 

fflr;UxtLtli, 7i-y^-;i/3>t°n-^ (PC) 21, tf-f-ffrrrtJ 

•X (PD) 2 2, M?*fg, PDA (Personal Digital Assistants) ^(DM^ 

M2 3, DVD, CD:7l/-^4gE©gBH*?l£«, >f-A^2 4, 

— K (ex. ^^y-Xf-fvf (ffifil) ) &#JffiUfc?f£i3Stt2 5^#&S. 
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- * aa«#s 3 o ^ e, prig -e & -5 o 
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ti, /\°- v^;i/n>t: 0 n.-# (pc) ioo, i?£^g 2 o o £ <fc tfaattsse 3 

OOKTCf-* (3>7^>y) <3D^i&«L31MS:^L/fcHT?»*. PCI OOii 
, 4^9 J: tf^-^flaUliffl© A- K-?-r^^ (HD) fc^U £<b&C. ^ 

[0 0 3 2] 

rt-v±)\,ny\£=L-Z (PC) 10 0(1 /f>*-*»;K ^tm^(D# 
S*y h^-^lCg^^Brtg^feU, iiH EMD (Electronic Music Distribu 

tiom m^mmm) tez&v-^xzmm^&m^hft^-V'-^x-jnA^ # 

, S4il2 0 0 tcffi^j-tSo A- v^;H2>fc?rL-# (PC) loosi 

v^;i/n>tfa.-^ (PC) loon Mx-if, CD, d VD^^AiJbfef- 
# 5:S4gS2 0 0 (cmij-T-So 
[0 0 3 3] 

ffi«S«3 0 0li, #£S*2 0 OfC^LTiiffim&fc&ff, M^Lti^^UX 
T--f ^ * (Memory Stick :ffitR) T*&U. 7 <y V i/ =l * ^ V & if <Z)#£#l;t. 

[0 0 3 4] 

0 2{C^f,J:9{:, PC 10 0. #£|gtt2 0 (K "gB1i!ge3 0 oratCfcttS 
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£TF & M V* T 81*19 "TS. 
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eaf ) # -e *i ti © 7 s a >r * jc ffi ^ -r -5 . 
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3 ic^-tpgjf % y U - (*) #3gjcfei-ts, a^©U-7*>e>;i/- htcMS*^© 
3f-1?y h &*^D tCjMft-*- 5 0 0 3 (DMT&l^-tK 0 0 0 0~K 1111^ 
(/b- h*-) «T1*^ 2#g©fiff (7 - K) &C SHIS 2*1 £ 3f- : KR 

~kiiu; - K^r-fc^*. 
[0 0 3 8] 

BI3 ic^i-^y y -flSflcicas^T, MxJ£^V"Wx o ii'j-7#-K0 oooi: 

, J - K3f- :K0 0 0, K00, KO, KR&Mt5 0 rA'>fX 5liK0 1 
01, K010, KOI, KO, KR^MtS. f^W* 1 5 li, K 1 1 1 1 
, Kill, Kll, Kl, KR$:Mt5 0 EI 3 <DV U - fC ttfV'W X 



ffiH4# 2001-3038628 



#2000—222123 



#o~i 5<z)i 6M©*sa«3ti, ^ u-fiiJg* 4 nfc**^ 

[0 0 3 9] 

■JffeftMbfc^^UA-K, DVD, CD, MDf, & * -f ^©fH'ti^S 
&ffJffi^ffi&7VW:*#-£**iTV*.5 0 $£{c, &7 y°V >r- V 3 yv- tf 

[0 0 4 0] 

r*ie><z>$t*&^A^x, r:/y ^-^a >#^#-rss/*^,Mc£^T, M 
^.^E9 3 ^j^iMiTfra/u^fts^ t^t-fAM^o, i, 2, z^n-mzmm 

p / w # # e, sttf l y , #^ a >r * ^ ® \z mm t z> n y t- > y - & l £ 

*; , & 6 Wi^-rV W 7^ <b :7 a A >f £ V a ic n y ^ > y f*&© 
&^«yB£#ffcUTffl#«i:^ofc*&JI#ig*T Sti*. =2>-r->y 

gI3 0 ^ ^? > it'H^£M, t^^f/U^o, l, 2, 3^loffl^;i/ 
[0 0 4 1 ] 
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[0 0 4 2] 

Z.<J)V V -^tC&V^T, IS 3 P, BJ! P> frte «J: ? {C, 1 Otf) iOl,- >ac-^£ tl 
£ 3 0<Z)t-VnM ^ 0, 1, 2, 3 &y - K^P-h LX&M(D3r-K 0 0, K0, 

n^^y^-fc^-f * 0, 1, 2, 3 (Dfrlzmi@i-?&Z.£.tf-ZSffiilteZ>o £ 

it. ffit=.temmtf*:mfi-tz>z.£&<TAj * o, 1, 2, 3©^ic^ii^n> 

3r-K 0 0 Xm^ithf^UE n c (K00, Kcon) ^yh^-^rfrL 
T&£V%&fS^ft&C|&^LT^VW * 0, 1, 2, 3iCgS^t-tl«, fA^X 
0, 1, 2, 3(Dfrtf. ^tl^tlCOT-'A-f XiC^V^T^•r'5^^y - F=^-K 
0 0 &MVNTHf#E n c (K00, Kcon) 5:)|^tn>f>7*- : K c o 
n £#«rfg£&£o Enc (Ka, Kb) {£ K b SKaJCioT 

[0 0 4 3] 

&£B£* t (CfcV^, f;H^3 (Dffim-f&m :K0011,K001, 

K0 0,K0,KR««*8f (av*-) lei y»«rantJtILferi:*«»Sl 
-£-Jtx£*», >>^-?A (r/U^O, 1, 2, 3©iOl/-:/) "e*l^fB£ 

£*MC&, ; - K*- : KO 0 1 ,K0 0 ,K0 f KR&f tlf tlifcfeftK (t 
) 001, K (t) 00, K (t) 0,K (t) RlCjgfrU fA-fXO, 1, 2 
lC*©Jgaff3f-S:4g;*.5i&Ji#&S 0 rrt', K (t) a a ate, iKaaaffl 
■fftf^ (Generation) : t 0>3S#f 3f - T?& -5 d £ Sr^-To 
[0 0 4 4] 

3E§T*-©IBTO3Sov^Mf S. *-<Z)5e«ftt, iAH 124 (A) iZyjk 
•t m$Mk*r--7U y V (E K B : Enabling Key Block) £ PftftiS v # 
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-^Dff (EKB) J£, 03 (C^tfi: "5&*y U ~^S3a$:fl|j5ft'^'S#U — 7lC$f 

f&£*l£o mihUb^-'fUyV (EKB) *-5S^D«;? ( K R B : Key 
Renewal Block) £ psf &tl& ~ £ % £<> 
[0 0 4 5] 

H4 (A) ic^-r^J^-fb^-^n v V (EKB) tcii, K*-©Jgar©& 
04 03 {C^-T^ U -=K^*©-?A-f 7s 0, 1, 2{C£V^, "tftft 

TK (t) 00, K (t) 0, K (t) Rtf&g-e&y, f^UX2li, Jgff^ 
-F^-tlTK (t) 001, K (t) 00, K (t) 0, K (t) Rifi&M 

[0 0 4 6] 

04 (A) ©EKBlC^a4x««fc^JCEKBlCttttjR(OB|p^b*-^*4lS 
o STm©Bt#-ft^r-i±, Enc (K0010, K (t) 001) Tf&S. dtl 
It-T/UX 2<D]&-z>V -7*r-K 0 0 1 0 IC J: o TH&^bS4xfc3£«f ^ - R3f- 
K (t) 0 0 1T?ft«J, 7^^*2 1*, S#©l#oU-7^r-tCj:oTi<Z)HiP# 
ffc3f-&1*t#U K (t) OOl^SrttftSS. * fe, J: »>&fc K 

(t) OOl&ffl^t, 04 (A) ©T*»£> 2®a<Z)Hgp-^-fb^r-E n c (K (t 
) 001, K (t) 00) £*g-5§-«Jfgh&U, 35«fy-K^-K (t) 0 0 «:# 
SifctftSS. Jg*TJi#U 04 (A) ©J:j&*S> 2®B0HiF-JHfc3f--E n c (K 

(t) 00, K (t) 0) &£-&U Jgfry-K^r-K (t) 0, 04 (A) <D 
_h*^e> lSBfiDBff^fc^r-E n c. (K (t) 0, K (t) R) $:^IK (t) 
R£#£ 0 — f/H^K0 0 0 0. K 0 0 0 Hi, y - K3f - K 0 0 0 tijg 
ift-<5>*f«{C^^tlTfe^-r, JSffy - K3f-£l LT&Mfc©U\ K (t) 00 
, K (t) 0, K (t) RT*&£„ W^KOOOO. KOOOllt 04 ( 
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A) ©±j^e>3ag©HgHHb3r-E n c (K0 0 0, K (t) 00) 5:Sf IK 
(t) 0 0. £Ifc*#U J^T. 04 (A) ©±^e>2©B<©BgP^b*-E n c ( 

K (t) 00, K (t) 0) &«#U 3?Hfy - K=F-K (t) 0, 04 (A) 
©_t*^ 1©B©I£W;*--E n c (K (t) 0, K (t) R) 5:t#lK (t 
) R&f&S. r©J:e){CLT. T-V^'-r^O, 1, 2l«§rL££lK (t) 00 1 
,K (t) 00, K (t) 0,K (t) R£#S 3 04 (A) 

[0 0 4 7] 

0 3 U -*5t©_h&®©y - K3r- : K (t) 0,K (t) R©JSff 

tf^-e&y, y - K3p-K o o (DfrftMMrt&Mtfi&mT'Sb&m&lzte, 04 ( 

B) <DM$hit*c--7Uv V (EKB) &m^2>Z.£T*. JSff J - F=¥- K (t) 

oo^f/Uxo, l, 2jcBB^ , TSii:««-e^s. 

[0 0 4 8] 

04 (B) JCaVTEKBte, #n^.tf#3£©^;i/-^tcfe^T^^rsfffc*3 

-r^lz-^WcD^A^^O, 1, 2, 3#&SiB»8G#S:J§v^J3»j, 

il©n>^>^=¥-K (t) conMltS5i:t5c f7WX0 
, 1, 2, 3 O&jiOy - K3r-K 0 0 £35§TL£:K (t) 0 0 &ja^T8Tfcfc 
^ji^fT^^^- : K (t) con&3|^bLfcf-^Enc (K (t 
) , K (t) con) £04 (B) [C^fE KB t i:tlCiHf t5. ^©Si»C 

[0 0 4 9] 

"5, fA'f^O, 1, 2ttEKBBlbT#fcK (t) 0 0 £fl^T 
±3BBff#SCS:tit#i-*l«, t B#*-etf)3>^>y=if-K (t) con^ii: 

[0 0 5 0] 

[EKB&fMbfe3>r>7^-©Sf] 
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t ^^(Dny^yV^-K (t) con?:Ml«i:bT, K ( 
t) 0 0 *m^Tffifcte&m<D=iyTyy*-K (t) con5:B|#{[:bfef- 
#Enc (K (t) 00, K (t) con) £124 (B) \ZB~? E K B H £ 
Ift$:^lt^Ilfcf;W^ 0 ©^l&^t 0 1"&*)*>E KBlCjc-SBif-SHb* 
yfe-^T-*-# *-ny^yv*-K (t) coni:lfc«t'fe5. 

[0 0 5 1 ] 

EKBtiW?)^C^?)^»LTV^S;- F^r-KOO 0 & M V>T_t}& L £ £l 
^©E KB#L3glCj: U, y-F^r-K (t) 0 0l:»6 o ££tC, 
fcHfry-K^f-K (t) o o zm^T^ffiny^yy^-K (t) conZm 
tit, ^jc^n£^ffi^££&icg#?m#^ou -7*-K 0 0 0 OT*0ilf-Jf 

[0 0 5 2] 

[EKB(i!)7t-7>y h] 

BI6 fC^ffcdf-^n y ^ (EKB) 07^-7^1>i?:^t o A-^a>6 

0 1 m%ii ] G*r-'7Uy V (EKB) 0) A- V 3 > ^-t^tM^X^^. 

, a - ^ 3 > © e k b &Miir »fg n n y ^ y v t ottfamm & m 
ffizw-D. ^^"xtt, mm\L*--?uv v (ekb) (Dm^ft^A-j xizm-t 
zmmyv-ammmz^-to ^-xtf^ y& e o 3 ^M^-^ny ? ( 

EKB) tp<DT-#ffi<D&m*m'?tf>(y$V%> i ). # y# 6 0 4 y 

m&tf^y* 6 0 5t±*i&©ffiss:^-r3K>r>*T&-&. 

[0 0 5 3] 
[0054] 

H7T?li, £ LTftfCgU (A) T-ML^^Mt^f-^n-/* (EKB 
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Z\<D£g<Z>m^\:*r-l^tftZ> YvJ J - K©7 KV*£ YvJ J - K 
TF^XiltSo itf)l§#te, h^-^Jgff^r-K (t) R^iftt^* 

nc (K (t) 0, K (t) R) H\ 0 7© (a) (C^^PgM^ U - &C^-f&* 
{C&£ 0 lit, #C<Z>^-#te, E n c (K (t ) 0 0, K (t ) 0) T&U, 

te^m&teitfmfeznz* *?iz {& cu * (r) t.Lxn& 

StlS. Mfflf-^Enc (K (t) 0, K (t) R) (D&tZltr- 9W2b 

x<dt-*k. ft* mi (c) izm-rT-zpL vm-hmm. 

[0 0 5 5] 

#^tt, ^-#Enc (Kxxx, Kyyy) &y V if 3 JC&S LT 
Enc (Kxxx, Kyyy) . . . ^MfCf^ft^fc^-©!!?!!-?-- # 

0:Enc (K (t) 0, K (t) root) 
00:Enc (K (t) 00, K (t) 0) 
000:Enc (K ( (t ) 000, K (T) 00) 

So 
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[0 0 5 6] 

0 6lCMoT, E K.B 7*-^V MC-OV*TS ^K^L^ Z> * ^£ (Signatur 

e) it. mmk*—7u*># (ekb) *&fii,t=.mjL\*m&m-tey*. 
*\%m&femz&-DTiE^f£mmt*-7uy >? (ekb) mimitmihtz.m 

mt*-7u«j V (EKB) T*$>Z>Z.£*mM-t -So 
[0 0 5 7] 

BStftLfeavf^y^-i:, E KBtcJ:oT^#fl;L£^>^>y3 l -l^if-i5•3 : ■ 
-£f#1^T^tf^£«J&^CoV^TJWTs&^ 
[0 0 5 8] 

®8|:30f-^M5:^t= HI 8 (a) &C^}i/&{C;i3^T, Enc (K c 
on, content) 80 1 it, 3>f>7 (Content) ^nyfyV^r— ( 
K c o n) 7fl@-£'ffcLfc"7 s -# , T?& U, Enc (KEK, Kcon) 8 0 2 It. 
Ziy'fyV^r— (Kcon) $: n y^yV 5- — $^*— (KEK: Key Encrypt i 
on Key) T*m*7fcLfc'r-#~Z$> U, Enc (EKB, KEK) 8 0 311 3 > 
f^^-l^-KE K&fM^-^D V * (EKB) «fc o TBt^-fb h tc 

[0 0 5 9] 

n^T-^^y^-ffiP-^^-KE Kti, EI3 -r^tv - K3f- (KOOO 

, K0 0-) , &3V^;Ub- h=*f- (KR) e#T3S»t)t*J:<, ££/-K3f 
- (KOOO, K0 0-) , &&V*tt;i/- h3f- (KR) iZ ioTBiP^fcStlfc 

[0 0 6 0] 

08 (b) & % &8t©n>^>y#;*^-r TiC3B»3ft, ^n-Ttl^lWICE n 
c (EKB, KEK) 8 0 5 &5ftJM LT V*St&^©«J*0!f 3©^^^^ 
J*tC33V^W\ ^^-dUCHSE n c (EKB, KEK) £##[J-r £ 3 £. & < , 
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Enc (EKB, KEK) iC U y ? U y * ft fc^-f^ 1 - # Z 
[0 0 6 1 ] 

El 9 {crr^^ydf-Rf-^-KE K£, 0 3 Ic^tV - K^-KO 0 £J£$r 
LfeJSif^- K^-K (t) 0 0i:LTMbfei^©MI:^t o ^tf) HI 

3(D^#•T?H^^^;^-yic^v^T■T ^ A-r^ 3 ^, M^.^it©s^fcj: u usj? 

, 1, 2 &C*fl,TE9 {C5t-r (a) mMk*~7Uv V (EKB) (b) 3 

^•^ydf- (Kcon) £ =r 3f-Hf-5§3r- (KEK = K (t) 00) 

-eRf-iHbLfc^-* (c) u^^^y (content) Zmy^-yv*- (Kc 
on) T'Rgf-JHtLfc^*-* h Zmm-t&Z.t.lZj: t-'A-T^O, 1, 2l±=2> 

[0 0 6 2] 

VN^^-^^iaC J: ij, n^^^^^r-Hf-^^- (KEK = K (t) 0 0) 
t-^o 7£tC, K (t) 0 0iCckSt^lCj: l J3>r>^^-Kc on$:Bl||b, 
$ ^iCin^^y^r-K coniCj; 'Jn^f^^O^^ff^^. ^tl^cAjW 
ICJ:U, -xVW* 0 iin>f>^ £*UMRrfB£&£o r/Hxl, 2 IC £ V ^ T 
#^M^-5>^S^Jl|H7?E KB £#t3g-r&^£{C J: *K n yj-yV 3f-f&#3f- ( 

kek=k (t) oo) zi&m-t mmizziy^yv^mm 

[0 0 6 3] 

m3lZB-?W&(Dtf)]s-7(DTrt4*4, 5, 6-1*, ^ tf> IH^tf)^- # (EK 
T^y^f-HH^- ( K E K = K (t) 0 0) Sr^^f *ih*<'Tf#*:V> 0 mU 
uy^yy^r-sm^- (KEK = K (t) 0 0) 
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[0 0 6 4] 
[0 0 6 5] 

^mt*-'7u (EKB) , ny^yv*-. m^itnyy-yvm 
-zfnvV (EKB) , ziyj-yv*-, tig^iknyfyv £D VD, CD^ffl 

-•fuvv (ekb) (D'&mz£ vmt>nz>^y'ryv3c- : &mm-tz> £?izm 
phs b 3 > t- y v m^t>m%&mmvmm°sffi t & s . 

[0 0 6 6] 

eh oizmmmmzm^itnyryv £t&izmmt3r--7ay ? (ekb) 

(EKB) &^j£#ttfc^-*#tei»3ft, $ blZA-Vm >M<Dm%lit*—'7 
U*j9 (EKB_M) jWM£*ITV^ 0 «^tfEKB_llia>f>fCU 
HiP^bbfen^-T-^y^r-K c o n 1 ©ICftffl 2 tu Mx.liE KB_ 

2 tt3>-r->y C 2 £ff #ftb£:3>^>y 3f-K c o n 2 £©IC^M 
2*l£ 0 Z.<nm*Z\±. ^-yaVMffliaftJf-^nvi' (EKB_M) tfgBtt 

SKfttCft|ft$*iTi3»J, 3>r>*;C3, C4l±^S&ftdp-^ny^ (EKB 

M) {CM/£tftt£*lTV^tf)T*, |J»ft*-^n*^ (EKB M) <D&^IZ£ 

»j3>T>yC3, C4<D3>^> x y^- : &^i?#-t£z:t#=T*£<5 0 EKB 1 

, E KB_2 ti^-T ^ICf&SftStlT^J&V*©"?, fr£&il#$#fg> 0S*.fcf*y 
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SfcttJCi&KfcE KB_1 , E K B 2 fe^tf^ £ ^ £ £ * &„ 

[0 0 6 7] 

-h\ T-#*£*Mmb*--?u«j 9 (EKB) fcfcfctcffiF-^ftLTKHI'rste 
[0 0 6 8] 

si i izmmv v -M&nxrziv -<DftM<D-m*m~? a mi nc^^t, 

PBM^ U-*3t©*±®JCtt, Jl- h^f-K r o o t 1 1 0 1 tf&Jfegft, J^T 
©fplSSfctty- K*- 1 1 0 2#&£3ft, STSJCti:, iJ-7*-l 103 

[0 0 6 9] 

drT% -«i:bTSJi®^e>^M®S©&«y- K&^-^dTU Kiio 
®g;-Ki:t5. iMISffi l ~D<DJ - K&H^fc LTJWT, M+i©jgtT©>> 

[0 0 7 0] 

#H*.fcfg| 1 1 ©HMfggtf) 1 -D(DJ- F 1 1 0 5 icttrt^rJy [^^U x-^y 
(ffig) ] tfgtfgstu KJS*TtCjt*;Sy- hV U - 7 li * *E U 

*r v 4 9 Z&m L fc&trteTrtJ * fc-^fr*^ =f U >> - K * U - 7 £ 

[0 0 7 1] 
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SifctfTSS. mz.ltmxiB't&SizjtiT^V [*^yx^y*] y-Fi 
1 0 5(D2m.T<DJ - FtC, ^^'JXf^ y#£^MLk^A>f Xtf^^if y IC 

»c, -t^^if y y- F-e*ss4fM»©;- ki i o 6j^rtc, u&#m& 

tc^cDT^lc, =&mn&mt&tt£G&<Dii'r3Viz<$&t[,& [PHS] y-Fl 
10 8^ [S&#S8S] ;-Kii09 5. 

[0 0 7 2] 

(EKB) ££/SLTIB#U - KJ^TC^^-^tcM 0T©*5pJM 

[0 0 7 3 ] 

Cl©<fc3lC, 1 ~D(DJ- F*m&£LLT. &>T<D J — F£-?-<Z>]H,&y — K(C 
-r&Ztizl:*)* AfJ'JS, ^^VNliif^^-^yacD 1 o<B]Hj&7- F&«f 
^n-y? (EKB) £$mfc£j&LT, IS^y — K^TClt5f/W XlCjUHfif 

[0 0 7 4] 

[ffi W& E K B iC J: £ * - IBf§#f&] 
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&y--7*-, y- F*-*m^rm^"Sffitemmfc*-7uv ? (ekb) & 

itsr^xa, g, j izMLT*-, m^iny^yy^-^mm-t^m^ 
> a, g, j (D&J- Flz&^Tm^-ssmtemmt*-7uy ? (ekb) 

[0 0 7 5] 

Ix.OT;i/-h^r-K (t) r o o t tn>f>^^-K (t) c o n 
-JHfc&SU E KB ££%lzmm-t2>W}iZ*%X.&* T^4*a, g 

, j it, -Zfr^Mm 1 2 (b) IC^-TU -7i3J:t>V - K3f-&fl^T, EK 
B<Z>#t3g£HfTbTK (t) root^lU M% b £ H§T /I/- h =¥ - K (t 
) r o o t fCJ:ot3>f> i y^-K (t) c o nffltf ^15:|||f Ltn>f 

[0 0 7 6] 

z\(Dm&izm@k2ftz>mmt*c-7u v v (ekb) snc^t 
&o\zt£z> a m i 3 izjjk-?mmt3r--7u v v (ekb) ^mevmrnv 

t=.mmt*--?Uv V (EKB) ©7*-7>y hlCtt^oTMSnfetiOT' 
TtBIELfcJ:?^ (L) . & (R) , ^^ftCD^ftlC^-^&tUiO, M 
[0 0 7 7] 

^ft^f-^n y * (EKB) Sr^Ibfe^A-f «*~yn^ ( 

EKB) ©Bf#tf;3r-£#iac^V>T, Jli&^#tt^ - ©«#&3l fcllfi 1 IT 
- K<Z>H§f3f-£^#bT^< Q 01 3(C^-TJ:e)(C, «^r-yD-y 
? (EKB) li, U -7$.V<Dmm 05 s ##V^S£\ ^(Dt 1 - 

^iiiWbtiK. c^*) t-v^x cj-7) mizjz,vxm*-t 

# £ £ (Cff -5 Z. h \Z & £ 0 
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[0 0 7 8] 

Z.<D£$&m9b4t*—'7Uy9 (EKB) Or- *M<DWM%: *imt bfcfit/& 
tC^TBHS'tS. H14li, t»ffc*-^n*^ (EKB) £=5f-@2M^>f 

[0 0 7 9] 

>7 L >y*-&j3Hr*StB'&&2»)£ , r'5. 0 1 4 <D (a) JC^fi^tC, =*-ge 

*K«fcoT<Z>#«jSSft5yy-&*|gl1-S. 012 (b) 

Jc^-r*^jcSt5v^T«ffc3&^U-«^i:bTBIi 4 (b) ©yy-«fiR#*gi 
2*1*. Krootfr&Kj *-e«:£<4M£;fc<fc< 1 o^S^^A^^-rtltf «fc 
<. Kr o o t 3^e>Kafe*tfKgtCM«fe«)JCtt, K 0 lC#(£j& © 
<&T% 2#ll£«j£tf)01 4 (a) ©yy-#«aS3ftS- 
[0 0 8 0] 

014 (a) ICa^J^tC, y-KilLTK0©*&#o1fcB&fbLfcyy-# 
Jlif^r-BB^fetfxO^^fc^-^n V * (EKB) tt, 

ffii&y y-tcS^T^jS-TS. 014 (a) ic^-T^U-ii, m%Jlk*c--7a 

(ekb) zm^mft^j -F&fetev-7&MTm£Vfc2ftmmy . 

«!8PBJgyy--ea>S. Hi^-IHIfflfeftcfM^-^n^ * (ekb) 

[0 0 8 1] 

Ml3«bt«^-^D^ (EKB) #U-7a, g, j 
*&Kroot fCM££T'©-r ^TO^-SrflgF-iHfcUfc"?--* fcffrttl/TV*fc# 

-^^rl&Mt-^c 014 (b) \Zmir&o\z%>f\ZZ vm&tt't' 2>„ mi 
J3<fctfS2 tfy M±, 01 3 HJH© £ (L) , ^ (R) , 
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[0 0 8 2] 

2>mmt*--7Uv V (EKB) tt, EI 14 (b) (C^f<fce>(C, EI13}C^-r 

fb^r-^n-/^7 (EKB) S:S«Lfe*r/WXtt, * ^©85 3 If y MC 1 

*mm-tZ>Z.£tfX'£Z> B fil^tff/U^alt BfMf-^Enc (Ka, K 
(t) 0) 5:'J-7^-Katt#LT, y-K3f-K (t) 0£Jfc*#LT, y 
-K^r-K (t) OlCiotBffftf-^En c (K (t) 0, K (t) roo 
t) ^btK (t) root ^A-f^jtt, Bt-^-fb^-^En 

c (Kj, K (t) root) $:'J-7dr-Kjt*tf IT, K ( t ) root 

[0 0 8 3] 

Sffl^TfM*-^n*;? (EKB) £ £ tC «fc y, ^J&V*? 2 -** 

©l»ft^-^D^9 (EKB) &£j£t-£3£#nTfg£&>;, ^ft^f-T/n 

(EKB) ©^-^IB^S&^WJC^ff «TIBi:3&S. 

[0 0 8 4] 
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[0 0 8 5] 

IfiDi^ftfM^-^nyi' (EKB) it. %"r-<7.>7. DVD^ffl 

feWSft«3»Mf i -*i:LT©*yaPi:S:^tf^aift^r-'^n^^ (EKB) ic 

&^iL & fil$ISB»## & A ^ JC^^i" £ «rtB *e &> £ o 7 s A >fXli 

IM^P-^D^ (EKB) K^t^SI##ffc*-^-*£*^aS©»#J^-- 

EKB) h^<Z)*y h^-^Sr^L/TBHi-rSKt^^LTt <fcV* 

o 

[0 0 8 6] 

#ac, ±aufePB«^y-«^&arML,fc^%'fb^-^'ny^ (ekb) jc«fc 

[0 0 8 7] 
[0 0 8 8] 

s 1 5 fc^t-r j:-5tc, mmmm 3 0 0 i±, m&i*. ^^^-^31, m 
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[0 0 8 9] 

mm^v=L-;v3 3] 

en 5tc^-r£e>fc, mm^v=L-)i3 3&, $i;U£, suRis^-y h 5 0 
, mm=L-v h 5 1, «t^fijt/?a»3.-y h 5 2, ^sfgiErL- >y h 5 3, nt# 

it/'&^^-V h 5 4 £ itFWiJn- y h 5 5 Zm-t&o mm^V=L-fl/3 3 fcfc 
6 4b?yh (8;Hh) ©$L»£3&£'*S. 

[0 0 9 0] 

SHli^.— v V 5 1 li, E E P R OM (Electrically Erasable Program 

mable Read Only Memory) & £? <D^U 5B'f£* ^ U T? & *J , ^SE^tC^M^Ii^ 
-^^GO^tf)^-* fctBltLTVAS,, 01 6lt fHH^-— V V 5 1 }CfH'H2 

5 1 tt, I K0~ I K3U igfifgsStJ^-* I Dm&£zfmmmmT- 

# K s t r £fEliLTV\.g> 0 
[0 0 9 1 ] 

SSIIH^-* IK0~I K3H£, &1ft&fi3 0 0^S^iS«2 0 0 £©ISn?*B 

S.MU. * ft o m « v % n & - # t? & »j , s & e> &c m^uu. *ftom 

ICSIEttf-* I K0~ I KZKD? % — <DMU^-Ztf : 7>#2±lzmiRZtlZ> 
. fcfc, fgfEgt^-* I K0~ I K31&£0fBlM^-#K s t r fB'lt^ 
13 0 0(D^^P>M#>&V^e>{C&oTVN£ 0 Sfi^Mr-^ I Dm&, fH# 

mm3 o otcMLrn-^-^fc^^^tifeM^-^T^u. ^-rs «fc^C, 
mmmm3 o o#?s£2SS2 o o £.<Dmx*ffls.mMZft omzm^m^nxn^ 

0 0 icm^^ti^o fB'MII^-^K s t r te, ffcafc-ts <fc^ic, 

u 3 4 K:ga«"tsigiic:Mv\e>tis. 
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[0 0 9 2] 

tt£jfc/SU*3.— V V 5 2 &£, Mxtf, ISO/IEC9797 ©MA C (Mes 
sage Authentication Code) *MMte if <DM * <DW.W$:fi o tif- # -5 
. 3©£:£, MAC8UIX&, "Block cipher Algorithm"*; bT F I P 

SPUB46-2 1iZM/iL&tl£> D E S (Data Encryption Standard) V* £>*l£ 

[0 0 9 3] 

fflSIKIEn— y h 5 3 ti, 2 0 0 ^e>*— 5=^ ^~:r — # A7J IT7 

■e4BSf83iE«ta«:f?e). fBSfgflrL- y h 5 3 «, 77fi/a^ J E'J34 

*^t-f>f^f-^$:I*ffibtS^f 2 0 0 Jcffl#'TSS&fis£fT5©tc5fc 

[0 0 9 4] 

Bff#-fb/tft-^3.— V h 5 4 tt, DES, IDEA, MI STY^if©7*0 > yi' 
Bt-^r^druXA-eCDBff-^ffcSrff -5. -ffifflfS^- Ktt. PIPS' PUB81 
"DES MODES OF OPERATION" iCMStlt^Si^^E 
C B (Electronic Code Book) — K33 <k t5C B C (Cipher Block Chaining) ^E — 
K*£&*. m^lt/m^^-V h 5 4 l±, DES, IDEA, MISTY 

B KfeJ:tKC BC=E- StE CB=E- FifeitfC BC=E- Ktf):/ 

ft/^t5. frJiP^-y h 5 5 Ji, SUR3fi£:i- v h 5 0, IEIHUl- y h 5 1 
, iWSI^-'y h 5 2, fflaSKSErL-^; h 5 3 £ <fc Ztm^it/m^z- - y 
b540ji!iI5:^jSLtM^tS o 
[0 0 9 5 ] 
(75f J/ajltiJ3 4) 
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7*5 v i/a^^E'J 3 4 it. WZ-l£. 3 'hOlBffiMgS 75y 

U 3 4 JBSSBSE^. — y h 5 3 *C<};S#£^g2 0 0 fcSai*£S«3 

0 0 i:©ISf©ffi2»IE^aiCJ:oT}R*^iE^^STf»* tS«)?>*ifci:gtC 
, l?£^«2 0 Ofr&AlfrLfc:*-^ ^-^^teilNt^-*^ 4Mt-r 

3 lc<fc£:pS£§£g2 0 0 £:gBttStt3 0 0 fc©H<Z>;fB:£f8IE*MK: «fc oTIE^& 

TI?£Ig*2 0 0 ICffi^J^tl*. 
[0 0 9 6] 

VMTM-TSo HI 7ti, 7^v*/=l**:V 3 4 tC|B1S3 tlSv 5 - # SrSitB-T-S 

1 ft^CD*--^ sT^-* S:St*-r-5 0 JKT, 75»;S/i^ : E'J 3 4 {CfB 
[0 0 9 7] 

H18tt, S4fl7r^;i/©M5:^U HI 9 ( 1 ffi) fflATRA 

C3r-^77>f;i/0i^$:^t„ S4fl7 7^;Ki, 16KBM077 
>f;i/7?&S. ATRAC3f-^77>fM, IWtioT. ftWLam&^V 

[0 0 9 8] 

s, 2 7^-r h 3- Fatty KCi&KNM 2 - s, ffijii©s^^-^;i/TR 

KTBL, ^€U>!j-^MiiiINF-Si!!)>^j!5 0 f-^77^ib 
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[0 0 9 9] 

(Dit. at r ac 3 ^-#:7T^;i^©w^^-#^<on>^>y^-#cD#-e 

[0 10 0] 

020 {C, ATRAC 3f-^77-f;i/A 3 D n n n n <D^— % Zm't 

>r;i/ (i -?uv9) i: #3*3*1*0^. H2 otit r(Z>2:/n>y ? (16x2 

= 32 h) y b(D%ffi<DAJ b (0 x 0 0 0 0~0x7FF0) 

#3*S*IT^«5. 02 1 JC^HtLT^-tJ:-)^, JBtt^y #<D%Mfr h 3 2 A>f 
htf'W^'Tf&y, 2 5 6;Whm««NMl (2 5 6/Hh) tfe'J, 5 
1 2A-f h*«ii&l«NM2 (5 1 2 7H h) JRte'W fCD^y #\Zte 

[0101] 
BLKID-HDO 
jfttfc : BLOCKID FILE ID 

mm : ATRAC 3 f - * 7 7 >f ^©Jtaif* S i i: SSSMt 4 
i:M = " HD=0" (Ii(iO x 4 8 4 4 2 D 3 0) 
[0 10 2] 
MC ode (2;^ h) 
: MAKER CODE 

mm : nmvr^m^o). ^-^^^^u-t-^n- k 

M : -h& 1 0 tfy h (*-jtj-n-K) T&6^b (»l3-K) 
[0103] 
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BLOCK SERIAL (4/Hh) 

$1 A S ft T -fit 5: 2Sfb S i± J& V * 

-fit: Oi^JtJOxFFFFFFFFK'. 
[0104] 
N1C + L (2/H b) 

MM: Vyv* (ft*) ^-^ (NMl) ©M'K^^-t 

tftfg : NM 1 tcfgfflSftS^n - Kt^gn- FHl/H h-e^H* 

-fB : S N 1 C + L fcR — 
[0105] 
N2C+L (2/U h) 

S*: h^>y? (ft*) 5 s -* (NM 2 ) CDMttfc^l" 

i:SNl C + L£|fJf— 
[0106] 
I N F S I Z E (2/H h) 

i:1^>fXtt0 x0 0 0 0^?)0x3C 6 (9 6 6) 
[0 10 7] 
T - P RT (2/W h) 

: b-*)irt-ym 
mm-. v rt-vmitm^ . itsmi 

i: 1)^5)0 x 2 8 5 (645 dec) 
[0 10 8] 

T-SU 
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U, floAT R AC 3 T^-t^ *t-Z Zmm-t &1%<£>m'b(D'r- * 1£&T*$> 
5 0 4 4. 1 kHz©-tf->^U >^*MMiS:i:#^tl^ 1 0 2 4 ( 1 0 2 

4 X 1 6tf>y hX2^-v>*;W ©sT-^ ^t 1 -* 0 {Cj±if$ 
S^NCf-df^SUTftS. lSUtt, I^KJC|ji»bTjKr2 3 mf£»CfcS 0 

«© S U 3 tl 1 ^5X3JT'l«Jl^f$:StI 

jc, mmmtf£<M^Mtfm*m (6 4 5D ax-v 
mm-. i v^v ^^(D^(Dmsum^m-t B m^mmmmizm^-t^ 

# : OxOlfr&OxOOlFFFFF 
[0109] 
INX (2/Uh) (Option) 
^Qfc : INDEX (Dffittmffi 

mm : m<Dzzf<Dm& mmm&mfr) ©sfc^fcavr^ >*. movm*** 
©fig&suffiiiS: i /4 ofcSJt*e^*ra. £*wi, jim<z>su<z>4>fg<z>* 

£tf)B#f!3 (»9 3m#) iCffi^tS 

-fit: 0*>&0xFFFF (S*, 6 0 8 4 #) 
[0 110] 
XT (2/W h) (Option) 

^Hfc : INDEX <DU£.B$ffl 

mm : I NX-nnn-C||j£Stife^*^lf5fe^-^^^IS(3!)SU©«jRS: 1/4 

ffi : 0 x 0 0 0 0 : MIS^ 0x0 l^&OxFFFE 6 0 8 4 #) 

0 x F F F F : ffiffl^fc »J * T?„ 
[0111] 

#C tc ffii&flJgc N M 1 J: & N M 2 IC o V % T $£9? "T 6 . 
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[0 112] 
NM 1 

mm: 1 ;H b®A?3 - Ft'SbtTO(Dft^ (i^t'2 5 6) 
&MT-Z<DmTl*. n- K (0 x 0 0) &mgj&tIZ.£. 

HS (0x0020) j&*e>s;i/ (oxoo) si/t>f sj^jifa^t-^r £ 

[0113] 

NM 2 

mm: 2;U h©^:^=i- K^UfeBragSCD^ISr^-* (**T*5 l 2) 

£ffr5 s --*©»Ttt, ^-r«=I-K (0x0 0) 
(0x0120) ^?,5l^/ (0x00) & 27W h ^_tfS^'^"-2> -ZL £ 
[0 1 14] 

JBtt'vy *©Bjeffi« (0 x 3 2 0) *^ 8 07U h <Z>^-#£ 

©fitSI&^ISl/T'gS'f S. ®2 2 JCT RK I N F (Z)gP;fr , TRKINF 

[0 115] 
EKI 

mm : mft&mmv v -mmz£2>mmit*-'7uy ? (ekb) iz^^xm 

Wk^nzm^ltnyryV*- : E (K E K n , Kcon) Sr^i-S*^*^^ 
"To 

fftfg : b i t 7 = 1 T**-m. bit7 = 0t|U b i t 7 = 0 ffl^tt, 
EKB_version, E (KEKn, Kcon) te#N#flgo 
fg : O^feOxFFit 
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[0 116] 
EK_version (4A*>f b) 

B) ffl7r^MBt 

TO : mmvV-Mmz&Z>Mmk*—7Uy V CEKB) tC£oT«t£*l 
Sni/^^^^-^^fe^^feCO^^tdr-^n ^y^ (EKB) 

-fit: 0*f>OxFF*Tf 
[0 117] 
E (Kstr, Kcon) (8/Wh) 

MM : nyryy&(D^^mMH(D*-T*&}Vny? : 'yy3r-$:*^:V K 
<D7.hV-*J*- (Kstr) T-Bf-SHfcbfc^-^o 

mm : ny^yycDm-^mmizmm^n^ 

U: O^bOxFFFFFFFFFFFFFFFFtt 
[0 118] 
C_MAC [n] ( 8/W h) 

mm : mwmmm^Aj^x.v 

mm : 3>f>^MS§$:^IKOTRK I N F (D ttmum L ->r yTs 

[0119] 
A h) 
MM : A- y 

m : 02 3 zmmLraTicmm'?z> 

fc£U N = 0, l©^7^;i/{i, b i t 7^1T'tyf^$:0, ;* -f >f§# 
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(L + R) ©#©#E!J& Joints- K&^E J ^JIH ltI^fS 0 b i t 2 
[0120] 

-t-V^-*^ F AX^©ffi©^-#^©'ff3iS:^-r£ 0 l^y h 3 te, ?fc 
tlt'SS, H*yh4, 5, 6yi^f5rtlCJ:ot, H^©i:e>tC, A 
TRAC 3©^- Kra«#&j£3*l£o -T&totu Ntt, 3©3tf-/h"«£*l 

K©ffiT?&»K (N= 0, 1) , LP (N=2) , SP (N = 4 ) , 

EX (N=5) , HQ (N=7) © 5318©^- KJCo V^T, 3B&B$ffi ( 6 4 M 

*l^£*lT^£„ 1 SU0A-f hmt. (^/ : 1 3 6/^ K LP: 19 2/1 

>f K S P : 3 0 4 A-f K E X : 3 8 4 /"W K HQ : 5 12 A^f h) 

„ £ £fC. fcfy h 7 tCiot, ATRAC 3 ©^E- K (0 : Dual 1 : Joint ) 

[0121] 

—fflt. Lt, 64MB0^ ; E'J*-K5:ftML, S P i E- K©*^tCo V\TSi 
E^S. 6 4 MB KJCte, 3 9 6 8yo>y^^So SP^-Ft* 

l±, lSU^3O4/UM'feS0T*, 1 -fU v V\Z 5 3 S U###f £„ IS 
Utt, (1 0 2 4/4 4 1 0 0) #i:fflSts. ftot, l^ny^li, (10 
24/44100) X53X (3968-16) =4863 #=81^ 

(44100/1024) X304X8 = 104737 bps 

[0122] 

Mm : U^fflm?^? (¥v h 7fe<fcUt^^ h 6) fc-fe*3.y-r-< A-^a> 
(feTy h 5 - tfy h 0 ) 
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m : tfy b 7 : 0 =fW&fc U 1 =MPI^ U 
l^h6: 0=J8PSrt 1 =J»RRWl 

fcfy h 5 - If y h 0 : t^ra'Jf^A'-^3>0 ( 0 &>ft"l*2btllin&m 

[0123] 
FN o (2A>f h) 
Si* : 7 7>f^## 

BSL1S«lC|B»3tlfcMACff«ffl©«(Z)fi[*S:#^'rs 
-fit : l*&0xl 9 0 (400) 
[0124] 

MG (D) SERIAL — nnn (1 6;U h (upper: 8, L o w e r : 
8) ) 

Si* : aBttflMSO'fe^.a.y^ 7u >y * (t^a'Jr-f IC2 0) ©J/'JTA' 

ffi : 0 # OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
[0 12 5] 
CONNUM (4 / W h) 
SI* : n>-r->yJR5R## 

otflSftS. 203 2E 4 2«iB^mSatlTfe*J, SB»U&ffi©fR8!HC 

ft : O^&OxFFFFFFFF. 
[0 12 6] 

YMDhms-S (4;U h) (Option) 
Si* : *©?S£B8*&BB5r 

mm-. EMD^»^f *s^w*&s:fiF«r"rsHNf 
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YMDhms-E (4^>fh) (Option) 

[0 12 7] 
MT ( 1 /1>f h) (Option) 

Si* : If £Sfiiria«<z>*:*te 

mm-. EMDx*mfet*ti2>m±<Dm$i®m. 

l^&OxFF 5fc^ffltf)B#te, 0x0 0 
LT0b i t 7 0M@#O <DM&\ZMT(DmZ0 0 
[0 12 8] 
CT ( 1 h) (Option) 

fi:0x00~0xFF 7f^ffi<Z)BH£, OxOOTfel. 

LT®b i 1 7# i -ecTcii^o o <Dm&ten£.zm±-t £> Z £ a 

[0 12 9] 
CC (UHh) 

: COPY CONTROL 

ffi: m2 4lZm-t£olZ. \*y h 6 £ J: 7 {C J: o T =r tf-MW'ff $8 U 

CC(D#IJ: (bit 7, 6) 1 1 : Mfflm<D 3 tT- £fF of, 0 1 : 3hf-il± 
,00: Haontf-feS^nT (b i t 3, 2) 00: y^D^&V'vl/ir-'f ^#;b 

CD^P,0f^^^l/ift'lj: (bit7, 6)1*0 0, (bit 3, 2) it 
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0 0 £&Z> 

[0 13 0] 
CN ( 1 h) (Option) 

Mtt : Wt&"t-< V & )l>n\£— H S CMS (High speed Serial Copy Management 
System) \Z £ £ 3 fcf -frRfEHR 

1:00:3 tf-^ih, OlA^OxFE: [gffc, 0 x F F : EiSC«JPSo 
[0131] 

_h«Ebfc h^yi'filltTRK I N F iC^jjV^T, 0 x 0 3 7 0^^i52 

4 bcDT'-^^A-v^mm^A-vmmM^PRT i n f awzf. 1 

h^y * yTf^jfcrs^tc, HfHtt©JB#K: P RT INF 

TV^ 0 g2 5iCPRTINF0M5:^t o PRT I NF^ICf-^tCO^T 

[0 13 2] 
P RT S I Z E (4/H h) 
SI* : A-7t>fX 

/W h (_tfi) , H7SU: 1/W h (STS) 

M : ? ^ X # : l*?)0xlF4 0 (8000) , gi!££ SU: 0)d^0xA0 
(16 0) , miSU :0^?)0xA0 (160) (-fib, SU©$tx.#&, 0 

, i, 2, £ ofr&iw*&-rs) • 

[0 13 3] 
PRTKEY (8;U h) 
& I* : 71 - y & Bf-£ft *t Z> f=. tb <D U 

M : O^^OxFFFFFFFFFFFFFFFF 
[0134] 
CONNUMO (4;H h) 
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mm : n>Tyyz3.—-tnc.-tz>fri!b(D i Domm 

[0 13 5] 

02O{CM§= AT R AC 3 ~7T^( )MDM&^V Z'tplZit, ® 2 0 (Czrt 

fJ:e>lC, ##Dfif#I N F^^tl^c INFI1 h ^ y * iCg^Stf fltl'fifg^ 

[0 13 6] 

^ CD 5^ - # f C C> V ^ T T f C BJ! £ 

[0 13 7] 
BLKID-A3D (4/UN) 
: BLOCKID FILE ID 

: A T R A C 3 f - f ©ftglf *5 1 1 SIMt 5 feftOil 
U : Hj£ft = " A 3 D" (Iiil0 x4 1 3 3 4 4 2 0) 
[0 13 8] 
MC ode (2/U h) 
Si* : MAKER CODE 

mm : mmi>r=.m%£<D, =E^;i^mwit sn- k 

M:±&10tf>yh (*-#-3-K) T&6tfyh (iln- K) 
[0139] 
CONNUM0 (4/H h) 
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[0 14 0] 

BLOCK SERIAL (4/WH) 

-fit: 0 i 'J ji&J (j 0 x F F F F F F F F it' 
[0141] 
BLOCK-SEED (8;Wh) 
SI* : 1 :/a y # SrHp-^ft^-S fctt)© 1 o£>gi 

[0 14 2] 

INITIALIZATION VECTOR ( 8 / W h ) 

: ^D^^#(CATRAC3f-^?:B|» tt^fti" * BSrlC&^&tEtfB 

«fB : ^ny ^©$fcmtt0^e>i6* »J, ft©yD»;^li*ft©SU©*ft(5ll| 

tit : 0*&OxFFFFFFFFFFFFFFFF 
[0 14 3] 
S U - n n n 

ftfg : 1 0 2 4-9->^3^e>JEE#83tlfc7 ! -*, Btjd^- KtC J: »J ffiAStl* 
HfrTMi, N= 3 8 4;Hh) 
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ft : AT R AC 3 (Dt-XOM. 
[0144] 

B2 07ftt, N=3 8 4t^§©t% l^n*;^C4 2SU*«S^n5. £ 
, 1 ?(D9cm<D2-D(D7sU y b (4 7t>fh) iifflU 

D*;b (2;U h) ICBLKID — A3D, MCode, CONNUM0, BL 
OCK SERIALA^iCfMS. tot, 1 y ? <Z)j& U ©MEM A 
>f Mi, (1 6, 3 8 4 - 3 8 4 X4 2- 1 6 X 3 = 2 0 8 (;W h) £&Z> a 
Z.<DtplZ±7&lsfr£?K, 8/UhOBLOCK S E E D #HMJCIB»3 *l£ 

o 

[0 14 5] 

ATRAC 3 ^^"TrJE^^ V'k-So ffii0Wt-?> F^->y h SU 

Hot, faisMS3 o o^e>M^AS2 o oiZT-zzm&m-rm&iz 

0>ffi»;#5£te, ATRAC3^i:'0ATRACK»CODE C#5£-£%i: 
[0 14 6] 

[0 14 7] 

i/oi^ ; E'Jlf3ffi ; E^a.-;i/3 5] 
7 7«yi/a^ ; E'Jfl ; ei/ , a-;i'3 5 ti, 77»;i/aSfiJ 3 4 <Z) - # (7) 

77«yi/a^ ; E'J3 4 CDt 1 - # ©St^ft b& £T(3DiM» Srfr 5 . 
[0 14 8] 

mi 5izB^n&mm2 o o<DMmz-?^Tmm-tz><, n^.mm2 o o&, #g 

ia^i?i-;i/4i, iifg^f >^-7x^ x4 2, fM^es^-;^ 3 

, li : Ei/'a-;H4, JElW/#S i E^3.-^4 5, X^-A4 6, D/A^£ 
#§4 7£<fct>*A/Dgeg|#g4 8&^"*-*„ 
[0 14 9] 
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[0 15 0] 

El 5tC^"TJ:e){C, l»^*?a-;i/4 3l±, «»JiH y h 6 0 

. mm=L-y h 6 1, y h 6 2, iS^|£a->y h 6 3, Bf 

mt/^zL-v h 6 4 ascfcowpn- ^ h 6 5 fc^-rs, j.-;i,4 3 
0j^^^^-;i/3 3 tmmiz, 7 <Dm^#mifm<DMmm&'v 

!8t£28£-rs 0 mm=L-v h6 11t SSfE&afc&S^IS*©^-** IB-RUT 
[0151] 

m£.f&/mWlM=i-=-V h 6 2 t±, ISO/IEC 9 7 9 70MACi 

"Block cipher Algorithm" £ LT F I P S PUB 4 6 - 2 fc£i;t3 *l<5 D E S 
[0 15 2] 

ffiSSIErL— v h 6 3 (±, Mill 3> tfa.-^7b^AiJLfe^--T I 'r ^7-*- 
# £fB'BSI£S3 0 0 tCffi^-TSifr^&ff ^©JC^feStoT, gBRlSfS 3 0 0 H(DfS 

TffisggsEflua&fr e>„ fgsisaE^-y h6 3h gHRg&3 o ofr&a- 
-^y ^f 2 -* srA^-rsi&f^&ff e»©tc5t3ioT, gaR&&3 o o fc©HT-*B 

SOTEflUI&fTS. *B2MErL-y h 6 3 l±, fBSSSSE&JSlcfc v*T, fif 

ML£MAC?H3l£*Te> = SStffiSSSIE^STfti, fB'H^- >y h 6 1 JCgB«3*l 
T^S-^-^jWav^tlS. &fc> ^SS^II^.-^ h 6 3 ti, ^SIJCJCSUT, #1 
Atf, yt-y^-;i/n>bra.-^ (PC) l o oft5^tt*y M;-^±ffl3>b: 
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(PC) 1 0 0&5^tt*y h 9- * _fc©H > fcT:x- * £©|8fT?ffi;£ 
[0153] 

HWtt#2-f h6 4tt, fffMl/feJ^lC, FIPS PUB 8 1 IZMfe 

o 

[0154] 

H&#ft/t|[#3.— y h 6 4 te, F I P S 8 1 6D^E- ECBf-Kfe 

, CBC=E- Ffc&v^, W*.\i£ 5 6 bf y hCDg-?*-* k £M^T, 

6 4 try hfr£&3HgHHb:/a y * ltt#im^W6o 

[0 15 5] 

mm^-y h 6 5 aa»^rL-y i>6o, ib-mul-v N6i, «t^^/ss 

SCUtnny h 6 2, ^S^!|IrL- y h 6 3 J3 J: l##fb/1fc#:a.-y h 6 4 ©#L 
[0 15 6] 

C^ r E^^-;i/4 4] 

i/a^^'j3 4 WlcfHfltStifc h7»y^f-!?77^;i/^ :2.-if;fre> ©gifts jg 
5t(C^o' ^xmM LT§t£& h 9 v 7 % V T 4 )h „ 
[0 15 7] 

C£EI»/#« i E^n-^4 5] 
£EI/#fi ! EJ?a-fl/4 5tt, iB«^« 3 0 0 A* LfcHTS-ffc.* 

^#§4 7 icmijf^> 0 Mxti, CD, DVD*SV>ttPCl^f)A*Lfe 

- -7 s Y ffi«36«3 0 OtcgBflrrsBHc, ^SM--^ £ 

ATRAC3^T'Mt6. 
[0158] 
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CD/ASEg|«f4 7] 

D/A^#§4 lit, &ffi/to&*EV=L-)V4 Sfr*>At}LtcTy*Jimi&<D 
[0159] 

[0 16 0] 
(A/DW4 8) 

o 

[0161] 

in 1 5 izix-ru&mmz o o mmmns o o^ora-ei*, n^^y^- 

#tf>#gfr. -r^t»t>> #^^fi2 0 0 3^e,3ai»$lfi3 0 OCD^^yS/ajl^U 3 
4 {C^f-r-S^-^fH^S^H^^tl, ££>{C, EttS*3.0 0fiD75'yJ/a^ 
! E'J3 4 *^S4SS2 0 0 tC^f-rS^-^S^S^Uff Stl-6. 
[0 16 2] 

0^^fB1tigS3 0 OOy^^i/a^^U 3 4 IC^f-rs^-^ffl^flLaiSrEIZ 7 
[0163] 

s 2 7 o 2 jc^-rfflsssE&s&^frt-s. 02 8{c, ^mmm^^^m^r^ 

miLUU^m (ISO/IEC 9798-2) fc^o 0 2 8 £ &®g|Hi##:£ h 
2 8 1C&VAT, B#6 4 Ify N©SURRb &£/&U RbjfcitFgBtf)! 
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DT&SID (b) SrAtCjam-f *. dtl&gfg OfcAtt, «ffe»C 6 4 y h <Z) 
SURRa&£j&U Ra, Rb, ID (b) GDjlRfC, DESOCBC^-Kti 
K a b "fcMV^Tf 5 -* &H6HHfcU B{Cjgi£-T£ 0 UKabte, AJ3<fctf 

BK.&MG>m&m£. vx*ti j eti<D&mm3-&iKfem-t&t&~i*%>&. descc 
as^-a*, ®mmt.R a tzmmwwimmL. de sft-JHtasicas^T, mKa 

b £M^TBt#fbU flgF^jSCE 1 &£/*U JftttTHgHf* E 1 R b &8MB«r 
S&Sf&U DE SUt-JHtSlHCfc^T, «K a b &M^Tflgf-i§-ft U Rg-5§-:£E2£ 
£j*U 3£>fC, Hgf#^CE2^ID (b) fc&SMfi&MjftlU D E S 
IC^VaT, iKab &m^xm-%1tlsXmf&Lfc.m-%JCE 3 ti:ioTlfr- 
# (Token-AB) 
[0164] 

mi** mttE 1 SrfgfE^r-K a bT?tt#fbL, SLifcR a &{C, 

ft##E 2 £«E3f-K a bt't^tU ^CO/^IH H E 1 S^fifi»a&SfD U R 
b£#£ 0 fcffctC, BiF#^:E 3 £fg$E*-K a bt'ifftL, f«ilE2 5: 
SMffi$r»JifDU ID(b)^„ r e» LT#^tl^R a, Rb, ID(b)0^ 
R b £ «fctfl D(b)#, B#^rai/fcfc<B£— a-rSjMfcliE'r*. i©*ftSE 

[0 16 5] 

&&CB&, fRfEtfetC^fflrs-feyS/a^dp- (Kses) 

SUR&JSV^) 0 fit, Rb, Ra, Kses ©MIfC, DES0CBC 
^- KT?283£3r-K a b ZM^xm^itL* AizMxk-tZ* 
[0 16 6] 

LXm^ftfrR b, Ra, Kses <Z)f*I, RbiSitfRatf, AtfjaMgbfc 
*<D ^(Z)^|iE{Ciiofe^-a-, AliB &IEMJ IT 
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[0 16 7] 

II#^jfcb£*<7)£ LT^3S£^T (S 2 7 0 3 T*No) t5„ 
[0 16 8] 

ffiSfflTO (S 2 7 0 3tYe s) L y ^ S 2 7 0 4 IC £ 
V*T, S4it ^ 3 > f > ^ ^ - K c o n 0 5: HI! f 5 „ ^tf>#LJStt, 
01 5®&»£j«:a.-*/ h 6 0 T^^LfeSLg!($:MV^riiM/IIMB^--^ h 
6 2 IC^VNTH^f^n-So 
[0169] 

#CJC, Xt^v :7S 2 7 0 5 {CfcV^, (1) 3>f>7^r-K c o n 
t-^D'^ (EKB) fr£lfc#3;ft£B£#>ffc^-KE K&Mv^^ft&SL 
T, E (KEK, Kcon) &£/&-T 3 £ £ * IC, (2) n^^y^f-Kco 
n £f8MS{C^T£/&b£-fey 2/3 y*c- (Kses) T'Bir#MS^^f 
IT, E (Kses, Kcon) ?:^IT, 3B1& ££fi (*^U K) iC^tfg 

[0170] 

^T7^S 2 7 0 6til ffl«Stt#S£^B**e>£'f£bfcE (Kses, K 
con) S:t«;*/3>^-"ett#LT3>f>y^-KconS:]S^U ££&C 
, K c o n *aM^MK : ?&>W$i£tlX^Z>X b U~V^r-K s t r iC^oTHlr 
-t^fbLTE (Kstr, Kcon) &£j£U £ *l ^H^gCiUM'T 3„ 
[0171] 

#CfC, ?f Xfy^S 2 7 0 7JCJ3V>T\ Xf'y^S 2 7 0 5« 

L£E (KEK, Kcon), feJ:tfXf*;^S 2 7 0 6T?|B«gI^&Sib 
£E (Kstr, Kcon) £«VxT, f-*77>f^ (EI 2 0 #f&) Srfll^'t 
3 h^y ^'Wfgfl^cT RK I N F^-# &£/*U f-^7 7^;i/©7^-7^ 

[0 17 2] 
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2 7 0 8 {Cfc^T> IB«$Se C^^U^-K) tt, H£8S«;fr*>£ 
[0173] 

#fC&, 5fctCSiWLfcH2 0, 0 2 2lC5tt-<ke>{C, □>r>^^r-K c o n 2c 

^^t^r-^n^^ (ekb) i)^mm^n?>m^it^~KEK^m^xm^t 

#L3SLfcE (KEK, Kcon) fc, 3 y^ryV 3f- K c o n £iH'Bi^ttlC^#) 
teaftStlT^S;* h l^-^3r-K s t r (C J: o TBf^'ft Lf=.E (Kstr, Kc 
o n) <D 2 o©Bt#ftn>^>y^-#^^£*l£^£fC&£ 0 
[0 1 7 4] 

fcfc, ^sll^-#, W^^-^^^Bt-^-fb^aii, n>^>^^r-K c o n £ 
[0 17 5] 

£©J:3&7 s -#:77>f;i/&M^fc#£&Jl»C!i3^Ttt, #£=gSJ£. E (K 
EK, Kcon) E (Kstr, Kcon) CD V^tl^ SrJBIRlftlCjaaM U T 
3>f>^=^-Kc o n £J!fc#-i5rfg£&£o 
[0176] 

f-^©I*ffiim t-fc;fo^li£&JI&2gfT^S»^0>&aiS:0 2 9©7n 
[0177] 

ff^SfcitffB'lt^gli, -^-^tfrlCft&l^ if^f'y7 I S 2 9 0 1, 
S 2 9 0 2 iZjjk-tffiKMUMmitmft-t So iffl^ltt, 9cf;:I&BJ!b£III2 8 0) 
*O.JIfcH«tt?&S. «:£I8!E#$cl&Lfc»-£ (S 2 9 0 3T»No) tt, fllS*,^ 
7t5. 
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[0 17 8] 

ffiS&IEtfJ&fi (S 2 9 0 3 T?Y e s ) y ^ S 2 9 0 4 IC& 

&&mLfcn&.mm** f-*77>f^©h5*;^iig«TRK inft- 

(Kcon) fcipJgrj'tS,, ClCDJWJSU^a 

tt, Zc-mmt-fUv V (EKB) JC<fcoTflSl»StlSRl#-ffc^-KEKK:j:o 
TBlp-^fbStlfcn^^^y^-, "t&;b*>E (KEK. Kcon) 3^»j»SnT 
V^S^^SrWa'J-rS^.ai'rfeS. E (KEK. Kcon) (Dm&lt. ^<DM2 
0, 2 2T^0^bfeT r -^7r-f;i/tfCD h ^'IffgfMTRK I NFr-^ffl 

[ e k i ] <dt- * iz <fc y m'J BTtgT'fe * . 

[0179] 

E (KEK. Kcon) $ *l T V a £ Uf-V 2 9 0 6t'Y e s 

) li» Xf>y^S 2 9 0 7(Cl* < *r-m$hik-7Uv V (EKB) CD&SlC J: *j 
, Bf#ffc3f-KE KfcJfc^LT, Lfclt-JHt*- K E KIC «fc U , E (KEK 

. Kcon) ?:t#bT, 3>f >y*-Kc o n&JRfffS. 
[0 18 0] 

E (KEK. Kcon) #te*ftS*lT V*fcV^-£- Uf-y^S 2 9 0 6t'No 
) tt, Xf y^S 2 9 0 8{Cfev\t, SH«3g«©fii!l«r i E^3.-;i/3 3 ICfcl^T, 
fH'H^*{C^i?)^M$4xTVN-&X M/-^-Ks t r (C «fc o Tffc-JHt L tc E ( 
Kstr, Kcon) h U- £/*3f- K s t r IC J: o XU^ UT, £ £ IC W 

2^11^91 C VATH^^g ^3 <J:t> > lB'li^tt'r"^^'Lfe-fe^ >3r-K s e s 
tHffftUfef-*E (Kses, Kcon) &^LT, H£$StttCj3Mg-f <5 

[0181] 

^^>y 2 9 0 9 {CfcVAT, IB'S^g^ h £te U E (K s e 
s, Kcon) H^H^^-Ksest'tfbtn^f^^^-KconS; 

[0182] 

^fy^S2 9 10T1t ^f»;^S 2 9 0 7, ifcti^f '^S 2 9 0 9<0 
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[0183] 

r<Z>£e>lC, Bir#{t3>^>y<zm£^S{C;}3^T. S£SSfitt, E (KEK 
, Kcon) £>£$jfb3r-^ny * (EKB) fr&8t» 3 tlSBf-^fb*- K E K 

s t r (Cj:oTH£#>ftL£E (Kstr, K c o n) tCgtJ < fltSffi&l&fT^Srt* 
, v^-Tti^^Mai^^T^^^htcj: U 3f-K c o n 

[0184] 

t 1 - # tc m -5 v % t # a - y *fdiyn>y!? m®. a>'&-%mz mm iz v x 

[0 18 5] 

$fctc06&Mv*T^8frffc*-:/n<5>* (EKB) 7 * y Mco 

V^TSiWL/fc^ $e>tC, 3r-Bir-5Ht=5f- (KEK) &*8&fb*-:7n v * (E 
KB) (C^MbT^•r^#-^© ; R#:^^7 : --^^M^CoV^T^H^i-^o 
[0 18 6] 

H3 0JC*-«F#ft^p- (KEK) Sr^Sfrfb^f-^nv* (EKB) IC&ML 
fcf-^ft4EKBt*5 IBff H fF nfft # ~7 7 *i )\>(D m&m Zrn-t. 

m£.mm) », ro^r^i/^^tc^CT^-tt-iHb^- (kek) 

•Jffilt, KEKlCi'JE (KEK, Kcon) ^ITn^f^^^r- : K 

[0 18 7] 
BLKID — EKB (4;Hh) 
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MM : BLOCKID FILE ID 

mm : mmmmm7Tj)\s<Dftm^&&^h*m,m-tz>t~#>(Dm 

US. : 05tft = " E KB" ($I;U£ 0 x 4 5 4 B 4 2 2 0 ) 
[0 18 8] 
MC ode (2 AM h) 
Mtfi : MAKER CODE 

mm : mmLt=.m^(D. ^^ws^-f 

^ : Jtffil 0 tfy h (*-#-zr-K) Tfi6bf«yh (ign-K) 
[0189] 
L K F 

Slfc : LINK FILE INFORMATION 

mm : ^©E KBtCj:oT^$tl-g>KE K^jgfflpftg^Zl^^^^^-^T 

& -5 v y v ~? r 4 ;i> & mm "? 6 o 

U : 0~0xFF 

b i t 7 : S4fl77-f;i/ (P B L I S T) tC^ffi : 1 , 5fcftM : 0 
b i t 6 : SIfi»;iri (I CV) {C^M : 1, 5fcffiffl : 0 
b i t 5 — 0 : Uif-y 
[0190] 
LINK count 
;gl$fc : LINK COUNT 

mm : U>^L/t^577>f;i/ (iilj!ATRACK3 7r>f;i/) St 
ffl : 0 — OxFFFFFFFF 
[0191] 
Version 
MM : VERSION 

mm : @2M^t^ff#77-f;i/<DA-^a>£^t- 0 
^fit: 0~OxFFFFFFFF 
[0192] 

E A 
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: Encryption Algorithm 

mm : mmmft*smm7 r 4 >vv> h u-xmmtjvziv x<u*m-t 0 

M: 0~0xFF 

00h:3DES:h'J ZfJV D E S^E- K tC £ £ #131 
OlhrDES : i/>tf)VD E S^E- K(C 

&33. h U ^DE S^E- KtCfcS^LStt, 2 a^±<Z)B|r^S= 3 P- £M V^ 

[0 19 3] 
K E K 1 

: Key Encrypting Key 

mm-. *-mmt7uv? (ekb) ttr(D;i/-h^- (*_h&) *-T?i«-iHt; 

U: 0~OxFFFFFFFFFFFFFFFF 
[0 19 4] 
K E K 2 
Mtft : Key Encrypting Key 

mm : *-mmt-7uv>7 (ekb) «t»©^-h^r- (m±m *-x*mmt 

U: 0~OxFFFFFFFFFFFFFFFF 
[0195] 
E(Version) 
Mtfi : Encrypted Version 

mm-, ^-mmt-fuvt (ekb) («_t#o *-x*m^t 

0 — OxFFFFFFFFFFFFFFFF 
[0 19 6] 
Sizeoftagpart 
Mtft : Size of tag part 

mm : Uff^RpfiffB^T-f ;^£«J&1*-£^-#CD#^P#tf)-^ X (B y t 
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e) 

0 — OxFFFFFFFF 
[0 19 7] 
SizeofKeypart 
Mtft : Size of key part 

mm : mmmm^mmyr4Jv^mm-t^^~^(D^-^(D^4x cb y t 

0~OxFFFFFFFF 
[0 19 8] 
Size of Sign part 
Mfa : Size of sign part 

mm : mmmm-%mmyT4ft*nf&-f2>T-$<Dv>( ymfrw^x (b y 

t e ) 

M : 0 — OxFFFFFFFF 
[0 19 9] 
Tag part 
: Tag part 

8 7U HC^&V^^ttOT'fl&T 8/W Hc-r^o 
[0 2 0 0] 
Key part 
M% : Key part 

mm : mmmm^mmy r j iizmm^zr- * <d*-3&<dt- z 

m : f ^TCD'fB 
[0 2 0 1] 
Signaturepart 
Mtfi : Signature part 

mm : SS^f^RT'M^T-r^^^t-^^-^O^ (Signature 
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[0 2 0 2] 

E K^jg^BTIB^n^-r^y^-^Tf*)* U>i^7 7>f^S:aMt6fe«)C!)i8!I 

[LKF] #ft»[3*U 3&fC, U >^ ITVN577^;V (MX-tfATR 
ACK377^;i/) ^bT©-?-* [Line Count] tfteHftStlS. 
fS£^fite, [LKF], [Link Count] ^t^fS^tCJ; ^ f 

(7) mmmm^mm ? r >r ^/ a* jr# $ *i s k e k £ mm -t ^ ^ z -r s 
■ts^-frte £ -at (Dm & *n £ r t # nrtg t & s . 

[0 2 0 3] 

±&LfcK#«t*iff««:7 7>f ;wc-£**is 'J>^77^;i/?:ISiJt5fci*© 

M^-* [LKF] , U L-TV^^T-f^ (M^-ltAT R ACK 3 77^ 
Jl) mt LTOf-^ [Line Count] &J9^T, afrsfstttc^- # ©fc 

[0 2 0 4] 

03 1 CfB«^S©^-#&M^ Mx.tfKi 5 (c^flB'H^S 3 o 0<D? 
t 1 -* (HIFI) ©f-f l/^h'J«^©*l:Wi:bt^btv\5^ 
[0 2 0 5] 

0 3 1 IZB-t ^m"r-&0"rJ 1/9 b U ICte, S4fl7 7^;i/ (P B L I S 
T) , f®^fc3>^>y£LT^lfc<DATRACK3^-#:7T-r;b ( A 3 D) 

£<btc fEU^fitctt, ^<a^fl:3f-^ny ^7T-f ;b (ekb 

n) ^ftjWStlS. ATRACK3r-^77 / f )l> ( A 3 D) (Z)^##L3IICjIM 
•rsa^^^^^r-Sr^fg-rsfcaxD^ft^-^n 7^77^J1/ (EKBn) 
tt, ATRACK3f-^77^;i/ (A 3 D) ft&jtf>f > # IC J: o T fflgtf 
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Stis. EI3 i ic^-r £e>ic, io©^ft:^-^n^?77'f;i/ (ekbi) 

3 10 1 tt&jR (3) ©ATRACK3f-^77'f^ (A3 D) <Z)^-5f 
[0 2 0 6] 

^Sfrft*-^n y^7r>f^ (EKBI) 3101 lC*f£&-T SfBM 
^fFRT'W#7T>r;i/© [Line Count] {C & 3 O CD n V {CjiM £ 

ti -5 3 & ^ "5 s - * tfi&m £ ti £ r t (c & £ . 
[0 2 0 7] 

^-a-©MS^n-$:BI3 2iC^i" 0 

[0 2 0 8] 
[0 2 0 9] 

*"T, ^r^7°S 3 2 0 1(C^^t, U&mmiZ. #^©EKB77^;i/© h 
4"lf#£SE<frJfc l J. [Line Count] ^fiyi'tS. [ 
Line Count] V^fc ©A* ^tbfetb £ tlfcMffc 

[n] ©EKB77>fMa«t5. [n] l±, H£iS«(BifT5£:* ^ U 

[0 2 10] 

Xf>V7 , S 3 2 0 2 38#l b E K B <D#mKL £ U . [n 

] tf)3f-Hgf-5Ht=if- : KE K£lfcf#U i*l & &lf^SiS©ll«3W<K«h LTg8 

[0211] 

#ac, XT-v-fs 3 2 o 3 icasv^T, n^-tz^yryy 
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3 2 0 5 iZMfr. ^(DMlfoKE KlCg^5V^> E (KEK, Kcon 
[0 2 12] 

X^vJS 3 2 0 4 iCfcV^T, I^3>f>70S^[:jlMtSKEK^RA 
M{C^M$tlTVN^VA#-a-li, Xf7^S 3 2 0 6(Cj3V\t, *hb-S?3f-T? 
Ht^Snfcn^^^y*-, f&;fc>*>> E (Kstr, Kcon) (D^M^m 
*>S©^tt, Xf^^S 3207 1C&VNT, E (Kstr, Kcon)© 

[0 2 13] 

XtV^S 3 2 0 6 JCfeV^T, E (Kstr, Kcon) jb<fcV^$05S 
StiSi:, *©«#*f*3>-T->^Jcaiffl"^^SE KB &ffi«^B^^3(#UT 
, KULtEKBCi^aCiUKEK&Mb, Sl^bfcK E KtC J: 5 E ( 
KEK, Kcon) *Q.3g£^T tt 3 >^ >^ LT, 7**rv~? 

S 3 2 0 9tm -T&fc>*>, l/fe3>r>y*-ICj:Sf-*Offi^ fl 

[0 2 14] 

(EKB) <Z> [Line Count] Sr^-a: >y # [Line Count 
] <D*Vy h«##VNE KB©t^$:lllTlT, ^-tfc-JHfc*- : K E K 
.L/Tfc<#^i:"r*ii:JC «fc U> 3>-r->yW^a<Z)Bg»C, i^fli^T* R AM 

[0 2 15] 

l*-mmtzruv V (EKB) &c «fcSME*-iBte] 
±3*©^S&^=¥-^n^^ (EKB) &^fflL£3f-<D@ttfB(C;J3V>T, 
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[0 2 16] 

&mmv$ j %ttzm^f=.ffiKMuiim (iso/iec 9798-2) mzm2 8*m 
^xmmisfrf&mv&v. ^-^m^m^my^n^mfDmrntLx. mjkdie 

%m*ftteo, m^^n^mmummmmitum^-K a b z&m-tz* z\v>& 
mmK a b *ii&(DMmt*-~7uv t> (ekb) ■kmmhxn^mmzmm-t 

So 

[0 2 17] 

H3 3 £<t:t>*Ei3 4 izmmcD^Aj xiz&momm*- 1 k n *mmt*-7 

UvV (EKB) tCiot|gft5f^M5:^to Ef3 3 te^A-fXO, 1, 2 
, 3 lC*fbT^#T5jfg&igIiE=5r- I Kn^gBM-T^M, 03 4 te^A-f * 0 , 1 
, 2, 3 cfitf)T-VW ^ 3 £ U stf-* ItfA^^O, 1, 2lC*fbTtf> 

[0 2 18] 

03 3©«|T'tt MM J - F^r-K (t) OOCioT, SSE^p- I K n SrBff 
-JHtLfc-?-* (b) ££=bfC, vVW;*0, 1, 2, 3 {CfeVNT-^tl^tl^W 
t5;-h^- .U-7^r-S:fflV>T5S»f3tlfcy- K^r--K (t) OO^Sf 

Brffi^^K^r-yn y * (ekb) &£j£i,TBMrr*., *ti-rti©^>f ^ 

tt, mZ 3<D&MiZ^-t i^iC^-f, EKBM -T^ZliltCj: y, JE 

«rSftfc7-K*-K (t) OOSMU BUBl/fc^ - K*-K (t) 

0 0 &/1!V^BiF-i^ffc3*lfcStE=*- :Enc (K (t) 00, IKn) 
TI8SE3f- I Kn&f&s^fctfnrffifcfcs. 
[0219] 

-ecDft&CDT-V^^^ 4 , 5, 6, 7 — ttBf — <DM$hit*-'?U V V (EKB) £ 
^iLTfeSt©Mt5;-F^r-, V - 7*r-X*te. E K B &*&Jg IT Jgfr 
3*lfc>>-K3r-K (t) 0 0& Mt5rh^T^^^©t, ^JCiE^fc-r 
A >f ^ lc ft U T © <frfg|iE * - & ittf -5 £ # t? £ •§> o 
[0 2 2 0] 
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£;ftTV^£LT, flfi<Z)^;i/-:/<Z)* >A, t*&*>*>> fVt-f^O, 1, 2, tc 
^LT©#tt#^tBfc^tt=*--:/ny# (EKB) Z$Lf& bTBBM U feMtfe 
113 4 IC^IT (a) ^-fb^r-^ny^ (EKB) il, (b) (I 

Kn) &y-K*- (k (t) oo) T*m^tLtcT-*zmm-*z>o 

[0 2 2 1 ] 

V^ctg##UgJCi: U, JSffy-K=¥- (K (t) 0 0) £lfc#t-<£> 0 #ClC, K ( 
t) 0 0 \Z ZZ'^KX VmU*c- I K n &IB(*?-r<5o 
[0 2 2 2] 

(EKB) SrS^Ufcil^T*, U - 7 7-F*-£M^ 

T3S§f7-K3f- (K (t) 0 0) £IR#-r<5;ifc#T*£fc^ 0 RfiSJcUsJf-^ 

«fy-K^r- (k (t) oo) zmn^zzntf-vzir, mmtzmmitmt&T 1 
;w 7s <d - h x mm -r & r £ & «rig £ & s . 

[0 2 2 3] 

£©J:3tC, EKB&ffj;gLfc383£*-©aB&&«^*l«:, -r- # * < 
tB£:&£ 0 ^S&fb^r-^Dv^ (EKB) JCj:^THlF#'ffcS*l*i«StlS 

[0 2 2 4] 
[0 2 2 5] 

£<bfc % E KB £frjmL£fg!E^-<Dfe^£MVN*U^ ;* ^ U # - TO^tH 
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[0 2 2 6] 

$•£©^12 7-29 *mi<^TWimLfc.£?iz, mmmmzmmLt=.^yT>y<z> 
mmiatmt&tf. mm* s^i^-Ff-fx^, cd-r^ 
izis^^x^Mu^m^u^^jA^mn mtzmmt-tz* ^-k^**, cd 

[0 2 2 7] 

Vf=.Z.£Z$kft£ LW;^S 3 5 0 3 lc3i*, S3E«tB&f#fcfcv>gB«&# 
, MAlf^- Ft^ CD-R, DVD^&JS^fc^-^IHft*, ?f£*UIS: 

[0 2 2 8] 

TsrvfS 3 5 0 2 tcfcv^T, S3l#/&5iLfc#o&fcW£3ftfct§-&», x 
ff^S 3 5 0 3C0lgII$§tg£^£&VNiail^fl^ Mi tf/w K-^-f * > CD 

[0 2 2 9] 



6 1 



£HliE#2 001-3038628 



#2000—222123 



[0 2 3 0] 

z.<d£?iz. n&mn<Dnu.*--&*r-mmk-?uv v cekb) -eai^-rs 
&v^s# prists. ^&fsi£*-#^£n&v^£ae&> ^skse** 

iiliA-Kf^i', CD-R, DVD^&M^fc-T 5 -*®^ ?f£ 
[0 2 3 1] 

-r&fc-*., mumit&&-tz>m$hfc*-7n *> v cekb) &3f-yy-©y 

titft^BTIBJ&^a-fb^-^Dy^ (EKB) fcUTflHK-TSifclCJ:*;, 

& 5 s - * fllS^fi (C vy Z> mM ^^E'JfAMXi: <Z>|gIE/*S£ £ B&ib L T , ^lE^ 

- * ^ a m m &c & w 5 n > -T- > y ^ $: # i$ «r |g ^ b tc m t& z m t z> ? >r > x 

[0 2 3 2] 

( I CV: Integrity Check Value) f&tf|tt/$] 
(ICV) n>5 1 >yK:#J5&tfW'T, I C V©ft»JC J: »K 

n > t- y v &m<D mm z m& -f « *&3S«& tc -d ^ t m -r s . 

[0 2 3 3] 

nyfyyoj yrtfVrJ -^-^v^M (ICV) M^-tfn^^yic 
>rrS^vS/:iM»&ffil*T£fi¥3*l, ICV=hash (Kiev, CI, C 
2, •••) fC cfcoTftH^tl&o K i c v it I C V£j&=3f-T*&£ 0 CI, C 2 t± 
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ny^-yv<DmWtX'& U> 3>f>*;©lSflli©^ y - ^SSiW-^ (MAC 
: Message authentication Code) j&M££f3*l5. ^ & £ "5 tC, [MAC] 

tt, H2 0t?Sil»bfeATRAC3f-df77'fM: : b^nS. ^tl^fc^ffi 
IT^Vf^'Jf^ -^-ai^^ffi (ICV) ©ff»««J&3*l-&. 
[0 2 3 4] 

DE Sf@#^S#J&£M^£MAC'fa£/&#J£III3 6 iCaVT. 03 6 tf)#£j?Uc 
^yt-^SMl, M2. • • MNfctS) , £"f, (Initial Valu 

e (j^t. ivtts) ) ^mi &gMt&ftra&3Sftrrs (f©is*&iitts) 
■r* (ffiij^Eitts) . iin, e i ^ £tfM2 -s:3MBe«rs&3ifDU ^-©m 

i7 I 2 £DE SBiHHfc^AtU UK 1 Zm^Xm^it-tZ (m*E 2) „ J^T 
fcE Njtfi* y-fe — 2^S8|E^# (MAC (Message Authentication Code) ) £ & 

[0 2 3 5] 

iCi^&n^f^^CMACii: I CV£j&=*f-K i c v (C/\ y =lMWL~& 
Iffll/Tffl^T3>f>W>f^'Jf'f -^y^-fl (ICV) #£#3*1 

mt^Kny^yvizm^^x^htz. i c v i: zitm. ltih-cz> i c v#«e>*i 

[0 2 3 6] 

_hizBco J; e> ^-T I/tPVt-J -^-^vim. (ICV) j±, n^-r^s/fa* jcfcf 

y^ffi (ICV) »JffiX&Z> a ^Ifc<Z>MAC{C J: § I C V©ft 

3¥», 09;*. tf, I C V=MAC (Kiev, C_MAC [0] | |C_MAC [ 1 
] ||C_MAC [2] M-) CJ:ot4filtt5. 
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[0 2 3 7] 

cvmi cv (Ditmf&mzftteo „ mi cv^-m-ttnt^mm^tpm^ 

[0 2 3 8] 

It (ICV) &4|«LTfttttSifctf3>f> x y*fifxy^fflfc«)iCtttS!i 
[0 2 3 9] 

tttcfc^Ti*, ws^-*, mm?-*, •fu'f^h.^-zm. mt&jj^^v 
cbc^- Rcas^-c^stis;* yfe-s?saE^# (mao icty, ^xy 

CV&^SfS^eii^ ^-^^iC^f-r^DE S-CBC0® 
[0 2 4 0] 

ffi«S5*i:LTftfflnriB«i^ J EU*- Kiel*, #<0*fd r UfflM^e2>f 

xr^vmc.m&istc.j y^-yv^^ -t-^vvw. (icv) s^btufft 
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(ICV) S:«M-rslflfiSSJCov^tSlWr«. 
[0 2 4 1 ] 

^vVW. (ICV) ©iiMi&^t. K^tf>i2*M$ (7 7*r>a 

7T-r;b (PBLIST) , B|fft3>f>^i:ltM0ATRACK3f- 

#:7 7-r;i/ (a 3D) se>fc ^^utctt, ^©^^^uicM-rs 

h^^t-*-* (#i~#n) *«»j»Sti*. WBLtoiJT^tV mz.lt* 

n**oTt), -eti-rtKO^-^ii^TcicisuTSfi©-?^ i/#vv t. iris:© 

[0 2 4 2] 

tftj&<DG%j4k*-'7ay9 (EKB) (D^M^®. (n:>^5M) & 1 
A-T-dTU £ Lt^btt) J:V*. "Tfe;b"fe, *>&^8lrffc*-:7n v * (EKB) 

con *aMRTIB«:3>-T-_>y^S: 1 o©*-r-=f U £ LT|g^ Itt J: 
[0 2 4 3] 

#^^ai7T-f;b (P B L I ST) , m^^tny^-yy H L/TtifflATRA 
CK3r-^77^;i/ ( A 3 D) CD#*fCta, efeS^ x. y # (bt~th(D * y -fe - 
SSSEfSF-B 1 (MAC (Message Authentication Code) ) tfiZ&tl* Jl *l CDM A 
C#fc»o*^T-f y-T-PVrJ '^^v?m (ICV (con) ) tf^/SStlS 

C'J^btbtm «fJS3*U itl?)©MAC 'JX bCSd^T I CV^^f 
-K i c v *mmVTm^tlZ>^ y^Wn •fi^i (ICV (con) 

[0 2 4 4] 
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[0 2 4 5] 

E (kSTR, kCON) it. * * U * - KG)* h -TfHiP^fc 0 3 

>"T->^^r--e&« 0 ID (upper) , (lower) ;* ^ L> # - F © 

mm* (id) c_mac [o] m^myy-fjv (p 

BLIST) CD^|^T : -^lCS^VNT^^$tlfeMAC'fii7?^>-g) 0 C_MAC [ 
1] tt, fi|^«ATRACK3f-*77>f^#l©f-*ICSd 
V^T^atlfeMACffi, 3>^>yl^CMACffi#IMftS*lS. dtlfe 

(DMACffitClSt5V^T>r yrWr4 '^^V ?m (ICV (con) ) #£jEft 
S*U £/&2*l£ICV (con) ^i/'JT^^Dhn^^ILt^^'JfCf^ 

[0 2 4 6] 

y-5^ 'fiy^it (icv) ^^y*- K©ia«aj (77*r>a^^u) 

[0 2 4 7] 

##^:?y^<Z>>f >^'J^ -^xy*-® (ICV) 5:^if57°-;K- 
J?7#-7*; h$:03 9 tCa*^. # 0_r e v i s i o n te, ij^^V # 0 ©35 
*r7=- ft, Jg*r^fc«^tt^>*y r<3ft*. #0_vers 
i ontt, *f^'J # 0 ©A-^3 >, #0_E (KEK, Kiev) ^j^" 
=TU # 0 <3D^r — Hlp-^-fb^r— (KEK) TRfif-JHfcLfc I CV»- (Kiev) 
T'feU, I CVOti, 357-r-zry #0CD>f>fy i Jf'f ■ *xy (ICV) 
T*&6 0 J^T, |wf^©7-*-^^#^^^y#lCE KB # 1 5 ^T'^RTtgil^o 

[0 2 4 8] 
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[0 2 4 9] 

Starrs*, Af7^S4 o o incfcv^, #£gBfcf3ttS5«|g[<&ffl:5:S8IE 

tf^iB^frtfWjestu «rtgT*&£#i=m> ^-r-y^s 4 o o 2tc«v^TiH« 
^s4ooi jcfci^T, MiSfi^:lB«^«ra©ffi2SliE^B^ffi7?3&v^i:^g^es 

[0 2 5 0] 

4 0 0 5JCfeV^T I c v©ffj¥*«^ffS4x*. icvit ifrfcfc L tc «fc e> IC#:7 r 
W ;i/ © M A C m. I C £ o* V \ T ^£ & 3 tl S . 
[0 2 5 1] 

totZXTy-fS 4 0 0 6 tCj3V*T, ftJlfCcfcoT|im£4"l££^I CVt, ^ 
^-^^Scfit^J&V^fc^Six, ^"rVfS 4 0 0 7JC£^T, ^- # ??£^<Z>*ai 

[0 2 5 2] 

>f^'Jf-f -^x^^ffi (ICV) &£j*LT«3l*£«U£i:'rs;ifclC«J: »J 
jy-rWr-f (ICV) 0>£/3M&3#, loo^fdf'JrtOf- 
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[0 2 5 3] 

[0 2 5 4] 
[!8BJ§<Z>2^H] 

:/ny* (EKB) »CJ:oTH6P#^3 4xfcSliEfilS:fil«L, W(£*l£:IE!3&-7 r 
[0 2 5 5] 

& »J , n > ^ > y fiJM © 0M#^f8 £ & £ ;* -T- A £ 4x £ „ 
[EIK©f»«l&J!!I] 
[01] 

[02] 

#3& W © ffrSB&BI S/ * -r A © * ^ A# & i 7-* - # Si&M S^tHtft 
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[0 3] 

m -r z> v v - m & m v& z> . 

[04] 

Yt^-^dV* (EKB) 0«?:^tHT'feS 0 
[05] 

aMSECDfitSMM s/ * ^ a k: as w- 5 n > ^ > y * - a>mmt *-zruvt ( e 

[06] 

*^IW©fi|*«!.aS/^"7 t AJCfeWS^»ffc^r-^'Dy ^ (EKB) O^tf-V 
[07] 

^WOfll^SS/^^^JCfet-j-S^-ft^r-^nv^ (EKB) 
[08] 

^^©fSa^aj/^^AjcfeWS^ffc^-^nv^ (EKB) fc, 

[09] 

> y 3f - , 3 > -f - > y & 0M2:T @H# L tc Wtte (D *r)\ >f * T* ©jfiafil 

So 

[010] 

*»W©fli«ii'>Xf ACfiWSf M*-^n 9 (EKB) i:^^ 

y & tc &m l fc»^©*f is o ^ t m -r s bit?* s . 
[011] 

*m m nmmmm v * ^ a iz & w & p§ jg y u - «jt © * -r- ^ u & saw 
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[HI 2 J 

*ftm<Dtom&Mi/XTJ*Vi&V&Wtoikm%}4£*---7uy9 (EKB) <D$L 

[mi 3] 

*&m(DmmmmisXT2±iz.&tt2>mmt*-7nv cekb) <D^m,mm 

[014] 

*nm<nmmmmis7sT2±\z&vzmmtmmk*-?uv v (ekb) *wl 

[01 5] 
[016] 

*m w (Dmrnmrn s/ * ^ a tc & # & ssttsss p*f © tarn rL - v h ic fan $ *x t v % 

[01 7] 
[01 8] 
[019] 

■^0-e&£„ 

[020] 

##§0£©'fif ##L3I S/ X t- A fC S # 7 t -f # £ «fc U MIC 

;ut-t0-e&£ o 

[02 1] 
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[02 2] 

0-e&£ o 

[H2 3] 

[iP££^t-0-e&£o 

[024] 

o 

[025] 
[02 6] 
[02 7] 

#$8IB©fiH8*ra 2/ X ^ A (C £ £ # fflfrQM 7 n - gtfe & „ 

[02 8] 

[02 9] 

*l§^©'ff $8*&3I 2/ ^ 7- A tC £ £ 7 s - 3? ?f£*tBi 7 a - fcjat-T Htfe -5 . 
[03 0] 

^t-0"e&£ o 

[03 1] 
[03 2] 
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•So 
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^^©filMaiS/^^AtCfeWS^Sajfb^-yn (EKB) SSE^ 
-£#1*TIBfrrs 7 s fA>f^T'©^l^$:^tEI (*©2) 

[03 5] 

msmnmrnrnm j/^fAicfcws * ^ y # - k & ans l & t ^ie^s s/ 

- >!r > X Sr^-T 0Tr & -5 o 
[03 6] 

i c v) <D&mzmm^&MAcm£f&M*jF-tmT*$>z>a 

[03 7] 

*^ifflfi®l^XfAi:^W5^ ^f^Jf-f 'fx?/^i (icv) © 
[03 8] 

[03 9] 

[04 0] 
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1 0 =3>^>ygBf§#IB 



7 2 



aiiiE#2 001-3038628 



#2000—222123 



11 -f>#-*yf> 
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/5— ^3>( Version) :t 






O 


Enc(K(t)0. K(t)R) 


00 


Enc(K(t)00. K(t)O) 


OOO 


Enc(KOOO, K(t)OO) 


001 


Enc(K(t)001, K(t)OO) 


0010 


Enc(K0010, K(t)OOD 



(B) W^-lt^r— ^P»><7(EKB: Enabling Key Block) ^2 



f/WXO, 1, 2|CA— S?3>:tOy— K^— £i£ft 



/<— i?3>(Version) :t 
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Enc(KOOO. K(t)OO) 


001 


Enc(K(t)001. K(t)OO) 


OOIO 


Enc(K0010, K(t)OOI) 
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[016] 





IKO 








IK1 




IK2 




IK3 
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I DO 




Kstr 
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[018] 



Header 
NM1 -S 
NM2-S 
TRKTBL 



INF-S 
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[019] 



Header 
NM1 — S 
NM2— S 
TRKINF 
PRTINF 



INF 



Header 



ATRACK3 DATA 



Header 



ATRACK3 DATA 
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[EI2 0] 



OxOOOO 
OxO0 1 0 
0x0020 

0x0120 

0x0310 
0x0320 
0x0330 
0x0340 
0x0350 
Ox0360 
0x0370 
Ox0380 
0x0390 



0x3FFF 
0x4000 
Ox4010 
0x4020 

Ox41 AO 

0x43 20 

0x04 AO 
0x7DA0 
0x7F20 
0x7 FFO 



ATRAC3-7 2 — 

4 5 6*; 



BLKID-HDO 



N1C+L 



N2C+L 



Reserved 



INFSI2E 



Mo ode 



T-PRT 



Reservrd 



T-SU 



BLOCK SERIAL 



INX 



XT 



NM1-S(256) 



NM2-SC512) 



Reserved (3) 



EKI 



EKB version 



ECKEKn, Kcon) 



Reserved (8) 



MG( D) SERIAL— nnn(Upper) 



CONNUM 



PRTSIZE 



YMDhms-S 



ECKstr. Koon) 



C_MAC[n] 



INF__seq# 



LT 



FNo 



M G ( D ) S ERIAL- nn n ( Lower) 



YMDhms— E 



PRTKEY 



CONNUMO 



PRTSIZE(0x0388) 



Reserved (8) 



MT CT CC CC 



Reserved (8) 



PRTKEY 



CONNUMO 



INF(0x0400) 



BLKID-HDO 


Reserved 


Mcode 


Reservrd 


BLOCK SERIAL 


BLKID-A3D 


Reserved 


Mcode 


CONNUMO 


BLOCK SERIAL 


BLOCKS EED 


INITIALIZATION VECTOR 


S U — OOO ( N byte = 384 byte ) 


SU-OOI(Nbyte) 


SU-002(Nbyte) 


SU-041(Nbyte) 


Reserved ( N byte = 20 8 byte ) 




BLK SEED 




BLKID— A3D 


Reserved 


Mcode 


CONNUMO 


BLOCK SERIAL 
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O 1 23456789ABCDEF 



OxOOOO 


BLKID 


-HDO 


Reserved 


Mcode 


Reservrd 


BLOCK SERIAL 


OxOOlO 


N1C+L 


N2C+L 


INFSIZE 


T-PRT 


T-SU 


INX 


XT 


0x0020 


NM1-S(256) 




OxOl 20 


NM2-SC512) 












0x0310 
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0x0320 
0x0330 
0x034O 
0x0350 
Ox0360 



Reserved (3) EKI 


EKB version 


ECKstr. Kcon) 


ECKEKn. Keen) 


C_MAC[n] 


Reserved (8) 


INF_seq# 


A 


LT 


FNo 


MG(D) SERIAL— nnn( Upper) 


MG(D)SERIAL—nnn( Lower) 


CONNUM 


YMDhms-S 


YMDhms-E 


MT 


CT 


CC CC 



£BSE#2 001-3038628 



#2000—222123 



[02 3] 



bit7:ATRACK30>^— K 0:Dual 1: Joint 

bit6, 5, 4:3bit(7>N(i ; E— 



N 




B$fii1 




SU 




7 


HQ 


47min 


176kbps 


31SU 


512 


6 




58min 


146kbps 


38SU 


424 


5 


EX 


64min 


132kbps 


42SU 


384 


4 


SP 


81min 


105kbps 


53SU 


304 


3 




90min 


94kbps 


59SU 


272 


2 


LP 


128min 


66kbps 


84SU 


192 


1 


mono 


181min 


47kbps 


119SU 


136 


0 


mono 


258min 


33kbps 


169SU 


96 



bit3 : Reserved 

bit2:^— O : J*"— tV^" 1:-^<7)ffe 

bit1:S^SKIP OrM^M± 1.SKIP 

bitO:X>^r*>^ OiOFF 1 : 01^50/1 5 ju S) 



[02 4] 

bit7:=lt 0 — s*RT 0:Z3tf— Hit 1:=lt 0 — pJ 
bit6:t&ft 0:^"'J^;U 1:^1#ftfel± 

HCMS bit5 -4 : ^M^rV^J^tf— IZMT^tf— ftlffl 

00:=ie— ilJt 01 :Zllf— mi#ft 10:3^— pT 

bit3 — 2: MagicGateSSElx^^U 

00: Level 10(Non — MG) 01: Level 1 
02 : Level2 1 1 : Reserved 

Level 10Jilttl*7V<-fh\ n>/<-r>1?^-y-/0 

bit 1 , O : Reserved 
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0x0380 




CONNUMO 
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PRTKEY 
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Reserved (8) 


CONNUMO 



Ox4000 
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BLK(D— A3D 
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Mcode 
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S2907 



S2908 



E(Kstr, Kcon)^Xhl^— 5>^r— 
■Ca^-LT. -tr*V->3>+— Kses^ff&^-^b 
L*:E(Kses, Kcon)£|f ±gaiCjJHI 
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